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Central Intelligence Agency } 83 - O()R 2

Washington, D.C. 20505
(703) 351-7676

Charles E. Wilson
Chief, Public Affairs

10 Jan 83

Mr. Fitzwater--

FYI, attached is the sanitized version of
a speech prepared by Public Affairs for a recent
appearance by the DCI at the National Defense
University. It has been sanitized because
Mr. Casey thought it good enough to use in
public forums in the future.

Thought you would be interested in what
the DCI is saying.
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ABOUT 100 YEARS AFTER THIS COUNTRY oF OURS DECLARED ITS
INDEPENDENCE, THE RODY of GENERAL GEORGE ARMSTRONG CUSTER WAS
FOUND IN JuLY 1876, BY A THEN LITTLE KNOWN STREAM CALLED LITTLE
RIGHORN. CUSTER WAS QUITE DEAD--THE RESULT of POOR INTELLIGENCE,
POOR JUDGMENT AND, SOME SAY, HIS OWN ARROGANCE, SOME HUNDRED
YEARS LATER, WE CANNOT AFFORD TO PROVIDNE POQR INTELLIGENCE
OR POOR JUDGMENT To OUR NATIONAL LEADERS, AND WE CERTAINLY HAVE
NO BASIS FOR ARROGANCE, THERE IS INDEED A STARTLING ARRAY OF
THINGS WE NEED TO KEEPp CLOSE TABS NN THAT REQUIRES CONSTANT HIGH

VIGILANCE AND A CONSTANT INCREASE IN RESOURCES TO COVER THE
TERRITORY,

THE SOVIET Un1on, AS YOU ALL KNOW, IS THE INTELLIGENCE
COMMUNITY’S NUMBER ONE PRIORITY: AND HIGH oN EVERYONE'S LIST 15
THE RECENT LEADERSHIP CHANGES. THE ABSENCE oF AN ORGANIZED
PROCEDURE FOP SUCCESSION MAKES EVALUATING POWER SHIFTS A
PAPTICULARLY UNCERTAIN BUSINESS,

THIS IS ONLY THE FOURTH TIME IN 65 YEARS oF HISTORY THAT

SUPREME POWER HAS PASSED FROM ONE LEADER To ANOTHER, WHICH IN
ITSELF, IS A REMARKARLE THING., THE SPEED wiITH WHICH YURI ANDRoPOV
ASSUMED POWER SUGGESTS HE HAD A POWERFUL COALITION BEHIND HIM,
HIS RISE wAs BACKED RY TWO OF THE STRONGEST AND MOST REPRESSIVE
STATE BUREAUCRACIES~-THE SECRET POLICE AND THE MILITARY., No
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L.EADER APPEARS TO BE IN A POSITION TO MOUNT A CHALLENGE TO

HIM AS PARTY LEADER AND HE HAS MOVED QUICKLY TO ESTABLISH
HIMSELF AS CHIEF SPOKESMAN ON FOREIGN AFFAIRS, AND HE HAS THE
CLOSE BACKING AND A LONG AND INTIMATE ASSOCIATION WITH Two OF
THE MOST INFLUENTIAL FIGURES ON THE POLITBURO, DEFENSE MINISTER
USTINOV AND FOREIGN MINISTER GROMYKO.

WE DON'T KNOW WITH MUCH CONFIDENCE WHAT TO EXPECT FROM
THIS NEW LEADER. HE GAVE SOME HINTS STRESSING ARMS CONTROL,
DEMANDING .S, CONCESSIONS ON START AND INF, TALKING ANTI-
CORRUPTION, AND GIVING EVERY INDICATION OF AN INTEREST THERE
AND HOLDING TO THE CURRENT ECONOMIC PLAN OR PERHAPS GIVING NEW
EMPHASIS TO CERTAIN ASPECTS pF THAT PLAN,

WHAT A NEW LEADER CAN DO IN THE SOVIET UNION TO CHANGE
COURSE IS ANOTHER QUESTION TO WHICH MUCH ATTENTION HAS BEEN
GIVEN THESE DAYS, IT DEPENDS ON HIS ABILITY TO KEEP INTACT
THE SUPPORT AND THE COALITION THAT PUT HIM IN POWER. HE
OWES POLITICAL DEBTS TO GROMYKO AND USTINOV, LEADERS OF
INDEPENDENT STATURE WHO WILL HAVE THEIR OWN CONSTITUENCY AND
WHO WILL DEMAND A SHARE OF POWER, THF POLITBURO AS A WHOLE
CAN AND ALMOST CERTAINLY WILL DEMAND THAT NO MAJOR DECISION
BE MADE WITHOUT ITS APPROVAL,
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CUNS VERSUS BUTTER, THE SUBJECT OF MY BOOK IN 1972 RY
THE WAY, IS AN INCREASINGLY CONTENTIOUS ISSUE WITHIN THE

LEADERSHIP; AND THE ECONOMIC CHALLENGES WHICH FACE HIM ARE INDEED
FORMIDARLE., THEIR AGRICULTURE HAS SUFFERED FOUR SUCCESSIVF

CROP FAILURES AND THERE IS A GROWING SENSE OF MALAISE OVER

THE QUALITY OF LIFE, SOVIET SOCIETY SUFFERS FROM DECLINING
HEALTH STANDARDS. IT IS THE ONLY INDUSTRIALIZED NATION WHERF

THE LIFE EXPECTANCY FOR MEN IS ACTUALLY DECLINING, ALcoHOL
ADDICTION AND CORRUPTION ARE RAMPANT. AT BEST, WE ARE QUITE
CONFIDENT THE SOVIET ECONOMY WILL ONLY GROW FROM 1 ToO 2 PERCENT
PER YEAR FOR THE NEXT SEVERAL YEARS,

THE TASK OF RELIGHTING THF ECONOMY, WE EXPECT WILL GET -
MAJOR ATTENTION. SOME ARGUE THIS REQUIRES EOCUS ON THE
CONSUMER SECTOR: OTHERS CLAMOR FOR THE INCREASED INVESTMENT
IN HEAVY INDUSTRY. IT APPEARS THAT ANDROPOV’S CLOSEST TIES
HAVE BEEN TO THOSE WHO ADVOCATE AND EMPHASIZE A NEED To
MODERNIZE AND STRENGTHEN THE INDUSTRIAL RASE TO DO THE JOB
WHICH ROTH THE CONSUMER AND STATE SECURITY WILL NEED OVER THE
YEARS AHEAD,

WHILE THERE IS A PROPENSITY FOR A NEW SOVIET LEADER
TO ADDRESS CONSUMER PRODUCT SHORTAGES WHEN HE FIRST TAKES
COMMAND, OVER THE LONG RUN, ANDROPOV WILL PROBABLY FIND IT
POLITICALLY NECESSARY TO PLACE A HIGH PRIORITY ON SATISFYING
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THE MILITARY., SOVIET CENTRALIZED PLANNING VIRTUALLY
GUARANTEES A STEADY FLOW OF RESOURCES TO THFE MILITARY AND IT
WILL BE HARD TO INTERRUPT AND DIFFICULT IF THEY WANTED TO

SHIFT GEARS--GEARS WHICH IN OUR VIEW CANNOT RE SHIFTED QUICKLY,
CHIEFS OF CIVILIAN MINISTRIES FIND IT DIFFICULT, IF NOT
DANGEROUS TO CHALLENGE THE MILITARY'S PRIORITY. FEW OFFICIALS
ARE PRIVY TO THE DETAILS OF DEFENSE PLANS AMD BUDGETS, THERERY
PREVENTING A THOROUGH SCRUTINY OF PROGRAMS OR AN OPEN DEBATE ON
PRIORITIES. KEY MILITARY DECISIONMAKERS HAVE LONG TENURES,
MINISTER OF DEFENSE USTINOV BECAME A DEFENSE INDUSTRIAL MANAGER
IN THE 1930’s,

THE UNRELENTING BUILDUP,OF SOVIET FORCES SINCE THE
EARLY 1960s HAS REEN FED AND SUSTAINED BY A GROWING DEFENSE
INDUSTRY. THE SOVIET MILITARY-INDUSTRIAL ESTARLISHMENT
WHICH WE ARE NOW ONLY BEGINNING TO MEASURE AND UNDERSTAND
IN A SEPARATE CONTEXT NOW INCLUDES SEVERAL HUNDRED MAJOR R&D
FACILITIES AND MAJOR FINAL ASSEMBLY PLANTS AS WELL AS
THOUSANDS OF DEFENSE-RELATED R&D AND COMPONENT OR SUPPORT
FACILITIES.  FLOOR SPACE AT WEAPON PRODUCTION FACILITIES IS
EXPANDING MORE RAPIDLY THAN AT ANY TIME SINCE THE MID-1960s,

NOR HAVE WE SEEN ANY EVIDENCE OF A REDUCTION IN SOVIET
DEFENSE SPENDING DESPITE DECLINING ECONOMIC GROWTH, ON
THE BASIS OF OBSERVED MILITARY ACTIVITY WE EXPECT DEFENSE
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SPENDING TO GROW THROUGH 1985 BUT THE RATE OF GROWTH IS
UNCERTAIN GIVEN THE CURRENT WEAKNESS OF THE ECONOMY AS A

WHOLE .

OVER THE LAST TWO DECADES, THE SOVIETS HAVE DEPLOYED
WELL OVER A HUNDRED MAJOR NEW WEAPON SYSTEMS EVERY TEN YEARS
AND THERE IS NO EVIDENCE THIS LEVEL OF EFFORT HAS ABATED, IN
CONMVENTIONAL FORCES, WF FORESFE THE WARSAW PACT CONCENTRATING
MORE ON QUALITATIVE THAN ON QUANTITATIVE IMPROVEMENTS IN THE
1980S WITH ADVANCES BEING MADE THROUGH MORE HARD-HITTING
WEAPONS AND IMPROVED COMMAND AND CONTROL, NOWHERE ARE THE
STAKES-HIGHER THAN IN THE FUROPEAN THEATER; BUT THERE Moscow
DOES FACE SERIOUS PROBLEMS WITH A DECLINING BIRTH RATE AND A
GROWING PROPORTIONM OF POLITICALLY UNRELIABLE NON-SLAVIC
TROOPS. RECENT EVENTS IN POLAND AND ELSEWHERE ALSO RAISE THE
QUESTION OF THE RELIABILITY OF THEIR FRONT-LINE FAST FUROPEAN
FORCES AND THEIR WIDER COMMUNICATIONS,

REYOND THAT, THE THREAT FROM THE SOVIET UNION IS MUCH
BROADER THAN THE DIRECT MILITARY THREAT. PERHAPS THIS THREAT
MAY BE THE MORE SERIOUS ONE, THE SOVIETS VIEW THE EAST-WEST
RELATIONSHIP AS A TOTAL, ALL-ENCOMPASSING STRUGGLE INVOLVING
ECOMOMIC, SOCIAL AND IDEOLOGICAL FACTORS WHICH THEY CALL “THE
CORRELATION OF FORCES.” IN THE LAST SEVEN YEARS, THE SOVIETS
HAVE USED A MIX OF TACTICS--POLITICAL, DIPLOMATIC, SUBVERSION,
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TERRORISM AND INSURGENCY--TO EXPAND THEIR INFLUENCE AND
DESTABLIZE GOVERNMENTS. IT IS A NO-LOSE PROPOSITION BECAUSE
THEY CAN STAY HALF-HIDDEN IN THE BACKGROUND, EXPLOITING THIRD
WORLD SOCIAL AND ECONOMIC DISCONTENTS GIVES THEM A WEDGE INTO A
COUNTRY, A BASE TO FEED THE MALAISE THAT FOSTERS INSURGENCIES
AND IN THIS THEY WORK IN CONCERT WITH CUBA, AND TO SOME EXTENT
EAST GERMANY, LIRYA, NORTH KOREA, ANGOLA, SOUTH YEMEN, ETHIOPIA
AND NICARAGUA.

WHILE CUBA DOES NOT CONSINER ITSELF A SOVIET SURROGATE.
MOSCOW MOST ASSUREDLY DOES. SOVIET ECONOMIC AID ALONE TO CUBA
EXCEEDS $3 RILLION A YEAR AND THERE CERTAINMLY IS MILITARY AID
ON TOP OF THIS RUNNING ABOVE)HALF A RILLION DOLLARS OVER THE
LAST 2-3 YEARS., ALL TOLD WE ESTIMATE THE SOVIETS PROVIDE
CURA IN EXCESS OF $1 PER DAY FOR EVERY MAN, WOMAN, AND CHILD.
THE MAGNITUDE OF THIS AID PROGRAM VIRTUALLY ENSURES CASTRO'S
CONTIMUED SUPPORT OF MOSCOW-RACKED INSURGENCIFS OR INSURGENCIES
IN WHICH MoScOW 1S INTERESTED., MOREOVER, IN GENERAL, SOVIET
ARMS DELIVERIES TO THE THIRD WORLD HAVE STEADILY INCREASED AND
HAVE BECOME AN IMPORTANT PART OF HARD CURRENCY FOR WHICH THE
SOVIETS ARE TODAY BREATHING HARD.

FACH OF THE 11 NATIONS AROUND THE WORLD FACED WITH

INSURGENCIES BACKED BY ONE OF THESE FORCES HAPPENS TO RE CLOSE
TO THE NATURAL RESOURCES OR TO THE SEA LANES ON WHICH THE
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INDUSTRIAL WORLD DEPENDS OR AT A CHOKE POINT IN THE WORLD SEA
LANES. As We KNovw, CENTRAL AMERICA HAS BEEN A PARTICULARLY
FERTILE GROUND, THE SANDINISTAS' SUCCESS IN NICARAGUA--WITH
HELP FROM CURA--PROVIDED THE SOVIETS A FOOTHOLD TO EXPAND THEIR
LINKS WITH LFFTISTS IN EL SALVADOR, GUATEMALA, AND HONDURAS:
AND WE SAW A CURAN-BACKED GOVERNMENT WIPE OUT THE OPPOSITION RY
INSTANT EXFCUTIONS LAST WEEKEND IN SURINAM,

ALIL OF THIS FURTHERS A BASIC AIM TO UNDERMINE U,S,
INFLUENCE AND TO DFVELOP A REVOLUTIONARY FERMENT IN OUR
BACKYARD THAT WILL DIVERT OUR ATTENTION AND RESOURCES FROM
MORE DISTANT PRORLEMS, PERHAPS SOW DIVISIONS WITHIN THE U.S,
AND ITS ALLIES, AND UNDERCUT QUR CREDIRILITY IN THE THIRD
WoRLD: AND ONE WOULD HAVE TO SAY THOSE AIMS ARE BEING ACHIEVED
TODAY TO AT LEAST A WORRISOME EXTENT,

ANOTHER THREAT IS THE ABILITY OF THE SOVIET UINICN,
LARGFLY THROUGH ITS INTELLIGENCE ARM, THE KGR, TO INSIDIOUSLY
INSERT ITS POLICY AIMS INTO THE POLITICAL DIALOGUE IN THE
UNITES STATES AND OTHER FOREIGN COUNTRIES. THEY ARE ADEPT AT
DOING THIS IN A WAY THAT HIDES THE SOVIET HAND., WE SEE SOVIET
AUTHORED OR INSPIRED ARTICLES SURREPTITIOUSLY PLACED IN THE
PRESS AROUND THE WORLD, FORGED DOCUMENTS CREATED AND
DISTRIBUTED, INTERNATIONAL AND LOCAL COMMUNIST-FRONT

ORGANIZATIONS, AND CLANDESTIME RADIO OPERATIONS, ALL EMPLOYED
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:

AGGRESSIVELY TO ERODE TRUST IN THE UNITED STATES AS THE LEADER

OF THE FREE WORLD.

NoW THESE SOVIET GOALS ARE DIFFICULT TO COUNTER: IT IS
MUCH EASIER TO START AND SUPPORT AN INSURGENCY THAN TO HELP
DEFEAT ONE. THE FACT IS THAT IT CAN PE DONE. HOWEVER, WITH
CONCERTED ACTION. TO ME, EL SALVADOR OFFERS THE BEST EXAMPLE.
THE SUCCESS OF THE RECENT ELECTIONS THERE IN THE FACE OF A
PROCLAIMED INTENT TO MAKE FREE VOTING IMPOSSIBLE WAS IN LARGE
MEASURE DUE TO U.S. ACTION TO ASSIST THE FL SALVADORANS WITH
FRESH INTELLIGENCF AND IN LEARNING HOW TO BREAK UP GUERRILLA
ACTIONS BEFORE THEY COULD MOVE INTO THOSE PROVINCIAL CAPITALS
AND STOP THE VOTING. THE PE?ULT OF THIS WAS THAT THE WORLD'S
TELEVISION AUDIENCE SAW FOR THE FIRST TIME, IN A MINUTE'S
SWITCH OF THE TUBE, THE VIOLENT BEHAVIOR OF THE GUERRILLAS
STOPPING THE VOTING IN ONE LITTLE CITY CONTRASTED BY THE LONG
LINES OF FL SALVADORAN CITIZENS WAITING PATIENTLY FOR LONG
HOURS IN THE HOT SUN FOR THEIR CHANCE TO VOTE.

So, TO COMBAT THESE LOW-INTENSITY. LOW-KEY THREATS., VE
NEED A SERIES OF CAPARILITIES TO COMBAT FALSE PROPAGANDA, THE
ACTIVE MEASURES. OUR INTELLIGENCE CAN IDENTIFY FORGERIES AND
DISTORTIONS, RUT TO EXPOSE AND REBUT THEM. THE PRIVATE SECTOR
OF THE FREE WORLD WILL HAVE TO CARRY MUCH OF THIS LOAD. THIS

IS A CHALLENGE FOR EVERYONE WHO BELIEVES IN THE VALUE OF A FREE
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AND OPEN SOCIETY TO WHICH GENERALLY THE PRIVATE SECTOR HAS NOT

ADEQUATELY STEPPED UP TO,

] WOULD LIKE TO TURN NOW TO THE PROBLEMS AND PROSPECTS
OF THE IMTELLIGENCE COMMUNITY ITSELF IN THE CONTEXT OF THESE
THREATS AND CONCERNS, OQOUR INTELLIGENCE GATHERING CAPABILITY
WAS DRAWN DOWN IN THE 1970s wWITH A B0 PERCENT CUT IN FUNDS AND
A 50 PERCENT SLASH IN PERSONNEL., OVER THE PAST TWO YEARS WE
HAVE BEEN RERUILDING THESE RESOURCES. WE HAVE STARTED ON
A SUBSTANTIAL INCREASE IN THE NUMBER OF HUMAN INTELLIGENCE
~ COLLECTORS., HIRED MORE ANALYSTS TO ADDRESS AREAS OF NEW
INTEREST--THE THIRD WORLD, NUCLEAR PROLIFERATION., INTERNATIONAL
TERRORISM, INSURGENCY, INSTABILITY, AND GLOBAL RESOURCES. WE
HAVE CREATED THERE NEW ANALYTICAL CENTERS DEALING WITH
TECHNOLOGY TRANSFER, INSURGENCY AND POLITICAL INSTABILITY., AND
INTERNATIONAL TERRORISM, THESE CENTERS TAKE ACUTE PROBLEMS ouT
OF THE RUN AND MILL OF THE ORGANIZATION AND SEPARATE THEM FOR
SPECIAL CROSS-CUTTING ATTENTION TO FACILITATE THE INTEGRATION
OF POLITICAL, ECONOMIC, AND MILITARY ANALYSIS ON RAPIDLY

EVOLVING PRORLEMS THAT HAVE SEVERAL DRIMENSIONS.

TERRORISM IS A GOOD EXAMPLE. INTERNATIONAL TERRORISM HAS
BECOME A GROWTH INDUSTRY. TERRORISTS HAVE MADE AMERICAN
PERSONNEL AND FACILITIES THEIR FAVORITE TARGETS. WE WERE THE
TARGETS OF ROUGHLY ONE-THIRD OF ALL THE INTERNATIONAL TERRORIST
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ATTACKS DURING THE PAST 10 YEARS. ALMOST 200 AMERICANS HAVE
BEEN KILLED BY THESE ATTACKS OVER THAT PERIOD OF TIME. WHILE
ONE-HALF OF THESE WERE VICTIMS OF INDISCRIMINATE ACTS, THE
NUMBER OF AMERICANS AND THE FREQUENCY WHICH IT 1S DONE.

SINGLED OUT FOR ASSASSINATION HAS STEADILY INCREASED DURING
THE 1970S AND REACHED NEW HIGHS IN THF LAST COUPLE OF YE ARS.
THTS IS A SYSTEM OR THREAT WHICH OPERATES ACROSS INTERNATIONAL
BORDERS: IT'S HIGHLY ORGANIZED: IT HAS BECOME BIG BUSINESS: IT
NEEDS FINANCING FOR HEADQUARTERS COMMUNICATIONS., DOCUMENTATION.
THE WHOLE APPARATUS,

THE CENTER FOR THE STUDY OF INSURGENCY AND INSTABILITY
ESTABLISHED AT THE CTA SEEKS‘TO PROVIDE ADVANCE WARNING OF
INSTARILITY AND THE POTENTIAL FOR DESTABILIZATION TO PROTECT
AGAINST THE KIND OF SURPRISE THAT GENERAL PUSTAY REFERRED TO IN
IRAN, FVEN TODAY THERE ARE LOTS OF PLACES WHERE THAT COULD
OCCUR: AND IN THE INTELLIGENCE COMMUNITY WE HAVE PREPARED AN
ANNUAL NATIONAL ESTIMATE LOOKING AT THOSE COUNTRIES WHERE
INSTARILITY OR AN ABRUPT CHANGE OF COURSE OF GOVERNMENT WOULD
HAVE STRATEGIC IMPLICATIONS FOR US IN ORDER TO ESTABLISH A
DISCIPLINE OF TAKING A CLOSE LOOK AT EACH OF THESE COUNTRIES ON
AN ANNUAL BASIS. WE ALSO HAVE THEM ON A WARNING LIST WHICH WE
LOOK AT WEEKLY.

10
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SHIFTING TO ANOTHER AREA OF CONCERN--LEAKS, LEAKS OF
CLASSIFIED INFORMATION ARE A CONTINUING SOURCE OF IMPORTANT
AND GROWING CONCERN, THEY HAVE RFACHED EPIDEMIC PROPORTIONS--
MORE THAN 250 WERE REPORTED AND INVESTIGATED IN THE
INTELLTGENCE COMMUNITY IN 1981 WITH VERY MEAGER RESULTS, THE
GOVERNMENT CANNNT AFFORD TO BACK AWAY FROM THIS PROBLEM. IT
AFFECTS OUR ABILITY TO RECRUIT ASSETS OVERSEAS: DEMORALIZES
AND LOWERS THE MORALE OF OUR PFRSONNEL: CAUSES US A LOSS IN
INSTITUTIONAL EFFECTIVENESS: AND HARMS OUR NATIONAL SECURITY.

THE DIFFICULTIES HERE WE KNOW ALL TOO WELL. DESPITE
STRONG EFFORTS ON CONTAINMENT, CONFUSION STILL PFRSISTS IN
EQUATING THF WHISTLEBLOWER WITH THE LEAKER, WHILE THE
WHISTLFBLOWER CAN SERVE JUSTICE, THE LEAKER SERVES ONLY HIMSELF
AND HIS PERSONAL INTERESTS. MOREOVER, EXISTING ESPIONAGE LAWS
DO NOT LEND THEMSELVES TO LEGAL SANCTIONS., LEGAL ACTION IS
OFTEN PERCEIVED AS OVERKILL:; PROSECUTION OFTEN INVOLVES THE
POTENTIAL FOR DISCLOSURE OF FURTHER CLASSIFIED INFORMATION:

AND THAT IS WHY SO MANY OF THESE INVESTIGATIONS COME TO A
GRINDING HALT,

WE ARE LOOKING INTO NEW LEGISLATION FOCUSED EXPLICITLY
ON CRIMINAL PENALTIES FOR UNAUTHORIZED DISCLOSURE OF CLASSIFIED
INFORMATION AS WELL AS THE ESTABLISHMENT OF GOVERNMENT-WIDE .

POLICY AND REGULATIONS THAT WOULD PERMIT APPLICATION OF

"
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ADMINISTRATIVE SANCTIONS AGAINST LEAKERS, INCLUDING EASIER
TERMINATION OF EMPLOYMENT WHERE WARRANTED., WE DID GET PASSAGE
THIS YEAR OF THE INTELLIGENCE IDENTITIES PROTECTION ACT AS
EVIDENCE OF THIS ADMINISTRATION'S COMMITMENT AND CONGRESSIONAL
INTEREST TO STOPPING DAMAGING DISCLOSURES, SO THAT IS THE BASE ON
WHICH WE INTEND TO BUILD NEXT YEAR,

WE ARE ALSO LOOKING INTO SECURITY INDOCTRINATION OF ALL
EMPLOYEES INCLUDING APPOINTED OFFICIALS AND ARE IN THE PROCESS
OF GAINING INTERAGENCY COOPERATION AND JOINT ACTION ON PURSUING
LEAK INVESTIGATIONS WITH GREATER VIGOR AND DETERMINATION,

THE CIA HAS A FORMALIZED PREPUBLICATION REVIEW PROCESS FOR
ALL CURRENT AND FORMER EMPLOYEES. SENIOR OFFICIALS ACROSS
ALL AGENCY DIRECTORATES THORQUGHLY SCRUTINIZE MANUSCRIPTS,
FICTION AND NON-FICTION, TO PROTECT AGAINST THE DISCLOSURE

OF CLASSIFIED INFORMATION IN THAT WAY, AS MEMBERS OF THE
NATIONAL SECURITY COMMUNITY, ALL OF YOU ARE ONLY TOO AWARE

OF HOW THE CUMULATIVE EFFECT OF UNRELATED LEAKS CAN GIVE OUR
ADVERSARIES AN EDGE IN MILITARY STRATEGY, EVEN ENDANGER THE
LIVES OF OUR DIPLOMATIC OP MILITARY OFFICIALS STATIONED
ARROAD, | ALWAYS STRESS THE IMPORTANCE I PLACE ON SECURITY
FOR THF INTELLIGENCE COMMUNITY AS A WHOLE AND ASSURE YOU THAT
WE ARE ALLOCATING WHATEVER RESQURCES WE NEED TO BRING IT UNDER
CONTROL ,

12
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I WILL NOW TOUCH UPON ANOTHER THREAT SO DAMAGING THAT IT
CAN ONLY BE CALLED A HEMORRHAGE, AND IT RELATES TO LEAKS IN A
wAY, ONLY ABOUT A YEAR AGO WERE WE ABLE TO ESTABLISH THE
DEGREE TO WHICH THE ACCURACY, THE PRECISION, AND THE POWER OF
SOVIET WEAPONS, WHICH WE ARE REQUIRED NOW TO COUNTER WITH
BUDGET-BUSTING APPROPRIATIONS, ARE BASED ON OUR OWN R&D AND
WESTERN TECHNOLOGY GENERALLY TO A FAR GREATER EXTENT THAN WE
HAD EVER DREAMED,

SOVIET DEFENSE PLANTS ROUTINELY USE WESTERN R&D
APPROACHES, AND OUR RLUEPRINTS--OBTAINED LEGALLY AND
ILLEGALLY--TO SHORTEN WEAPON LEADTIMES, AND EVEN TC DEVELOP
COUNTERMEASURES BEFORE WE DEVELOP THE WEAPONS TO WHICH THE
COUMTERMEASURES APPLY. FOR PROJECTS IN THF EARLIEST STAGES OF
RRD, OUR STOLEN OR PURCHASED TECHNOLOGY CAN SHORTEN LEADTIMES
OF MORE THAN A DECADE NEEDED TO FIELD A NEW WEAPON BY TWO TO
FIVE YEARS, SOVIET LEGAL AND CLANDESTINE EFFORTS TO OBTAIN
OUR TECHNOLOGY HAVE BFCOME LARGER, MORE SCPHISTICATED., AND
RETTER MANAGED, THE SOVIET POLITICAL AND MILITARY INTFELLIGENCE
ORGANIZATIONS, THE KGR AND THE GRIl, HAVE FCR SOME 15 YEARS BEEN
RECRUITING A HUNDRED YOUNG SCIENTIFIC AND TECHNICALLY TRAINED
PEOPLE EVERY YEAR TO TARGET AND ROAM THE WORLD TO ACQUIRE
TECHNOLOGY FOR THEIR MILITARY ARSENAL. THF ACOUISITION EFFORT
IS LIKELY TO INCREASE--WE'VE SEEN SIGNS THAT IT'S INCREASING
NOW=-TO FOCUS HEAVILY ON MANUFACTURING TECHNOLOGIES WHICH

13
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ARE NEEDED TO HELP OVERCOME THE ECONOMIC MALAISE WHICH NOW

GRIPS THE SOVIET UNION,

THE ACQUISITION OF WESTERN MICROELECTRONICS IS ONE
OF THE MOST STRIKING EXAMPLES OF HOW THEY HAVE RESORTED
TC ESPIONAGE, RRIRERY, COVERT OR OPEN PURCHASES TO BUILD THEIR
MILITARY INDUSTRIAL BASE. OVER THE PAST DECADE, THE ABILITY
TO MAKE HIGH'QUALITY MICROELECTRONIC COMPOMENTS HAS BECOME.
AS YOU ALL KNOW, INCREASINGLY IMPORTANT FOR MISSILES AND
PRECISION-GUIDED MUNITIONS, AS WELL AS MODERN AIRBORNE RADAR,
FIRE-CONTROL, AND ELECTRONIC WARFARE SYSTEMS. THE SOYIETS
HAVE LAGGED IN THE REQUIRED MANUFACTURING.KNOWHOW AND
FABRICATION TECHNOLOGIES. TﬁEIR SOLUTION HAS BEEN TO ACQUIRE
WESTERN MICRO-ELECTRONICS MANUFACTURING TECHNOLOGY AND MUCH OF

IT HAS BEEN CLANDESTINELY OBTAINED,

THE DAMAGE TO OUR NATIONAL SECURITY WHICH RESULTS FROM
THIS BFCOMES ALL TOO OBVIOUS AS WE FACE THE NEED TO SPEND
BILLIONS OF DOLLARS TO DEFEND OURSELVES AGAINST NEW SOVIET
WEAPONS, OBVIOUSLY, THE INTELLIGENCE COMMUNITY AND THE WHOLE
GOVERNMENT IS GOING TN HAVE TO DEVOTE THE NECESSARY RESOURCES
TO TRACK THESE SOVIET EFFORTS. THE MAGNITUDE OF THIS PROBLEM
IS SUCH THAT ALL CONCERNED AGENCIES--THE FBI, THE DEFENSE
DEPARTMENT, AND STATE--WILL HAVE TO REDOUBLE THEIR EFFORTS AND
CLOSELY COORDINATE ACTIVITIES, TO FOLLOW THE REALITY OF THE

14
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HEMORRHAGE AND TO COMBAT THE LOSS OF CRITICAL TECHNOLOGY.,

WE'VE ESTABLISHED IN THE INTELLIGENCE COMMUNITY A TECHNOLOGY
TRANSFER CENTER TO PROVIDE AMMUNITION TO OTHER GOVERNMENT |
AGENCIES AND TO SENSITIZE OUR SCIENTISTS, ENGINEERS, AND
BUSINESSMEN T0 THE TECHNOLOGY PICKPOCKETS, THE DUMMY CUSTOMERS,
AND THE FORGED PAPERS ROUTINELY USED TO FUNNEL SENSITIVE
TECHNOLOGY AND EQUIPMENT BEHIND THE IRON CURTAIN,

THE 50 PERCENT DRAWDOWN IN FUNDING AND U0 PERCENT -
DRAWDOWN IN PERSONNEL WHICH I MENTIONED A WHILE AGO OCCURRED
DURING THE SEVENTIES SHOWED UP MOST VIVIDLY IN THE NATIONAL
INTELLIGENCE ESTIMATES WHICH DWINDLED FROM AN ANNUAL AVERAGE
OF 50 IN THE LATE 60'S, DOWN TO 33 IN THE EARLY 70'S AND ALL
THE WAY DOWN TO AN ANMUAL AVERAGE OF 12 IN THE 6 YEARS FROM
1975 THROUGH 1980, THIS HAS BEEN REBUILT AS IT HAS TO BE TO
COVER THE SCOPE OF THREATS AND PROBLEMS TO WHICH POLICYMAKERS
MUST ADDRESS THEMSELVES AND TO WHICH THEY NEED A CAREFUL.,
COORDINATED INTELLIGEMCE ESTIMATE. DURING 1981 we nID 38

NATIONAL ESTIMATES ANN WE WILL DO 60 OR MORE DURING 1982.

THE REAL VALUE OF THIS SHARPLY INCREASED NUMBER OF
ESTIMATES TURNS ON THEIR TIMELINESS, ON THEIR RELEVANCE AND
QUALITY.

15
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WE HAVE INSTITUTED A NEW FAST TRACK SYSTEM THAT CAN
PRODUCE NATTONAL FSTIMATES ON ISSUES COMING UP FOR POLICY
DECISION VERY QUICKLY., PERHAPS MORE IMPORTANT, WE HAVE TAKEN
STEPS TO ASSURE STANDARDS OF INTFGRITY AND OBJECTIVITY,
ACCURACY AND INDEPENDENCE, AS WELL AS RELEVANCF AND TIMELINESS
IN THIS PROCESS OF FORMULATING THE NATIONAL ESTIMATES.

WE DO IT IN A RELATIVFLY SIMPLE WAY. THE CHIEFS OF THE
VARIOUS COMPONENTS OF THE INTELLIGENCE COMMUNITY--DIA, NSA,
QTATE'S INR, ARMY, Navy, AIR FORCE, MARINE CORPS, TREASURY.,
FRI, FNERGY--ALL SIT ON THE NATIONAL FOREIGN INTELLIGENCE
ROARD AND FUNCTION AS A ROARD OF ESTIMATES WITH EACH CHIEF AT
THE TARLE CHARGED WITH SEEING THAT THE INFORMATION AND THE
JUDGMENTS COMING OUT OF HIS QRGANIZATION ARE PROPERLY
REFLECTED IN THE ESTIMATE, [’'M RESPONSIBLE FOR FORMULATING
THE ESTIMATE RUT [ CHARGE MYSELF WITH SEEING THAT ALL
SIGNIFICANT AND SUBSTANTIATED JUDGMENTS IN THE COMMUNITY |
ARE REFLECTED SO THAT THE POLICY DECISIONMAKER DOES NOT GET
SOME SANITIZED, COMPROMISED JUDGMENT BUT THE FULL RANGE OF
SPECIFIC JUDGMENTS THAT PREVAIL IN THE COMMUNITY. [ BELIEVE
THIS PROCESS HAS ELIMINATED A HUGE AMOUNT OF LOST TIME IN

SEEKING THE COMPROMISE AND IN FORMULATING SANITIZED CONCLUSIONS

EVERYONE CAN LIVE WITH AND HAS ALSO DONE A GREAT DEAL TO
DEVELOP A NEW SPIRIT OF CONSTRUCTIVE COLLABORATION AMONG THE

COMPONENT UNITS OF THE INTELLIGENCE COMMUNITY,
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MORE ON THE DRAWDOWN THAT WE'VE EXPERIENCED. THE
STRENGTHENING AND EXTENSION OF OUR CAPABILITIES IS BEING
STRONGLY SUPPORTED, WE COMPLETED A COMPREHENSIVE REVIEW OF
THE INTELLIGENCE CHALLENGES WE SEE FOR THE REST OF THE.DECADE,
THE ADEQUACY OF OUR CURPRENT COLLECTION AND ANALYTICAL
CAPABILITIES TOD MFET THEM AND WHAT IT WILL TAKE TO OVERCOME
THOSE INADEQUACIES. WE HAVE RECENTLY COMPLETED A SIMILAR
REVIEW OF THE HOSTILF INTELLIGENCE THREATS, OUR PRESENT
ARILITY TO COUNTER THEM AND THE ADDITIONAL COUNTERMEASURE
ENHANCEMENTS THAT ARE REQUIRED. WE'VE MADE A GOOD START ON
SIZEABLE INCRFASES IN THE NUMBER OF INTELLIGENCE ANALYSTS--
CIA, DIA, NSA--ACROSS THE BOARD WITH PARTICULAR EMPHASIS ON
THE THIRD WORLD, NUCLEAR PROLIFERATION, INTERNATIONAL TERRORISM
AND GLORAL RESOURCES. WF WILL BE BRINGING IN NEW TECHNICAL
CAPABILITIES TO COVER GAPS IN OUR TECHNICAL COLLECTION., WE
STARTED ON THIS AS EARLY AS 1980 AND WE'RE MOVING PRETTY WELL
THROUGH 83 AND WE EXPECT TO COMPLETE OUR COVERAGE OF THE MAJOR
GAPS IF THE BUNGET STAYS ON COURSE DURING 1985,

JUST ONE FINAL THOUGHT--THE FREEDOM OF INFORMATION ACT.
IT IS RIDICULOUS FOR US TO BE THE ONLY COUNTRY IN THE WORLD
WHICH GIVES ANYRODY A LICENSE TO POKE INTO OUR FILES. THE
PRESS GETS AMNOYED WHENEVER I TALK ABOUT POKING INTO FILES.,
BUT THAT IS WHAT IT AMOUNTS TO. WE ARE NOT CALLING FOR THE
TOTAL REPFAL AND WE'RE NOT ASKING FOR EXEMPTION FROM THE
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PRIVACY ACT, WHICH GIVES ALL AMERICANS THE RIGHT TO GET
INFORMATION ABOUT THEMSELVES., BUT WE SHOULD NOT BE COMPELLED
BY LAW TO SEARCH THOUSANDS OF DOCUMENTS FOR MATERIALS WHICH WE
KNOW IN ADVANCE ARE NOT RELEASABLE; AND MOST OF ALL WE SHOULD
NOT BE SUBJECT TO THE PERCFPTION WHICH PREVAILS AROUND THE
WORLD WITH OTHER INTELLIGENCE SERVICES OR PEOPLE WHO WANT TO
HELP US, THAT WE CANNOT ASSURE THEM CONFIDENTIALITY, THERE ARE
ONLY TWO OTHER NATIONS WHICH HAVE AN FOIA--AUSTRALIA AND NEW
ZEALAND--AND BOTH OF THEM EXEMPT INTELLIGENCE AGENCIES AND THAT
IS WHAT WE ARE GOING TO SEEK AND SHOULD HAVE.

ONE FINAL EXAMPLE OF THE KIND OF ABSURDITY OF THIS
SITUATION WE FACE, JusT RECENTLY THE IRANIAN REGIME--THE SAME
GOVERNMENT THAT HELD OUR PEOPLE HOSTAGE--HAS RECENTLY FILED A
FREEDOM OF INFORMATION ACT REQUEST FOR ALL INFORMATION THE CIA
HAS ON THE LATE SHAH, THIS IS A PERFECTLY LEGAL REQUEST. WE
HAVE TO TREAT IT SERIOUSLY: WE HAVE TO RESPOND; AND SOMETIMES
THE VERY RESPONE TO THESE QUESTIONS PRODUCES INFORMATION WHICH
A CLEVER INTELLIGENCE SERVICE KNOWS HOW TO ASK QUESTIONS WHICH
WOULD BRING A RESPONSE AND WHATEVER THE RESPONSE IS THEY
WILL BE ABLE TO MAKE SOME USE OUT OF IT. SO I THINK THE
FIMAL WORD WILL BE TO QUOTE JUSTICE GOLDBERG WHO SAID, "WHILE
THE CONSTITUTION PROTECTS AGAINST INVASION OF INDIVIDUAL
RIGHTS, IT IS NOT A SUICIDE PACT.”
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